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Purpose

The Microsoft Distributed Transaction Coordinator service (MSDTC) tracks all parts of the
transactions process. This helps ensure that the transaction is committed, if every part of the
transaction succeeds, or is rolled back if any part of the transaction process fails. AFHCAN is
now employing MSDTC to further promote data integrity.

Audience

This document is written for IT technicians and system administrators who are responsible for
building, configuring, or maintaining an AFHCAN tConsult Server. It is assumed readers are
familiar with intermediate-level computer terms and concepts.

Scope

If MSDTC is not properly configured, providers may be unable to log into the tConsult Client
software. Several services need to be enabled on a tConsult Server built to AFHCAN
specifications. This document will detail the steps to set up and configure MSDTC.

Acronyms and Abbreviations

Table 1 lists the abbreviations and acronyms used in this document.

Table 1
Acronyms and abbreviations
Acronym Meaning
MSDTC Microsoft Distributed Transaction Coordinator

Pre-Requisites for Setting Up MSDTC

This section will detail the necessary services that need to be enabled and started in order to
configure MSDTC.

1. Using Computer Management | Services, change the following five services to Automatic
and Start each one:

a) COM + Event System

b) COM+ System Application

¢) DCom Server Process Launcher

d) Distributed Transaction Coordinator
e) System Event Notification

2. Allow MSDTC.exe through the firewall. Using Local Area Connection, click on
Properties.
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3. Select the Advanced tab, and then click on the Settings button.
4. Click on the Exceptions tab. Click on Add a Program.

5. Browse to the Windows\System32\msdtc.exe. Click to select msdtc.exe and click
Open.

— o -
General  Enceplions | Advancer)
Add a Program x|
Windows Firewall iz blocking inc 3 . e ; .
programs and services selected T allow communications with & program by adding it to the Exceptions list,

ta work, better but might increase  select the program, or click Browse to search for one that is not listed.

_i_ Local Area Connectiol Programs:

Gerersl Advanced Erograms and Services: 1A AFHCAN Consul Server
Mo | &5 Anay Manager Console
‘windows Fiiewall—————————— I File: and Printer Shating gm.lay Manager Ut!\!tlss
Port 443 TCP =, Clignt Netwark Utility
Protect my computer and network. by
or preventing access (o this compute Fort 80 TEF % Ifopert ad Esport Dty

e
feclglarget Femate Desktap (& Intemet Explorer
Tirne Server BT Assistant

LI UPHP Framewark

M wCF [43) Outloak Express
B Prafiler
@ Query Analyzer j
=

Path: IE'\WINDD\N’S\syslemSZ\msdlc eHe Browse... I

Add Program. .. Add By
¥ Display a notification when  Change scope. 0K Cancel

oK Cancel

0K Cancel

Figure 1 — Adding the MSDTC Program as a Firewall Exception
6. Click OK.

7. At the General tab, ensure there are checkmarks in front of Client for Microsoft
Networks and File and Print Sharing for Microsoft Networks.
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- Local Area Connection Properties )

General I Advanced I
Connect using:

I B8 Broadcom Met<keme Gigabit Etherne

This connection uzes the following items:

%Elient far Microzaft Metworks |

] 3\ ebwork Load Balancing

Install... | Urinztall Froperties

— Description

Allows ather computers to access resources on your computer
uzing a Microsoft network.

¥ Shaw icon in notification area when connected
™ Natify me when this connection has limited or no connectivity

Ok | Cancel |

Figure 2 — Properties of Local Area Connection

8. With Internet Protocol highlighted, click on Properties, click on Advanced, and proceed
to the WINS tab. Place a checkmark in front of Enable LMHosts lookup. Under NetBIOS

setting, click on the radio button in front of Enable NetBIOS over TCI/IP, and then click on
OK.

et
Advanced TCP/IP Settings 21|

winis | options |

_L_ Local Area Conne: nternet Protocol 1

General |Advanced| General |

1P Settings | DNS
Connect using;

H8 Broadcom Netxheme [

‘fau can get IP settings assigned automatic
this capability, Gtherwise, you need ko ask
for the appropriate IP settings.

[ WINS addresses, in order of use:

This connection uses the follc

" Obtain an IP address automatically

= Client for Microzaft b
[ 43 Network Load B alar
(1 43 File: and Printer Shar
%= Intemet Protocol (TC

e |

Description————————
Transmission Control Prata
wide area netwaork protoco
across diverse interconnec

¥ Show icon in notification «
™ Natify me when this conm

—(® Use the Following IP address:
IP address:

Subnet mask:

1wl =

Default gateway:

7 Obtain DS server address automatic
—{% Use the Following DHS server addres:
Preferred DNS server: IT

Alternate DS server: [

Add... s |

Remmoye |

IF LMHOSTS lookup is enabled, it applies to all connections far which

TCRYIP is enabled,
Import LMHOSTS. ..

[V Enable LMHGSTS lookup

MetBIOS setting

" Defaul:
Use MetBIOS setting from the DHCP server, IF static IP address
is used or the DHCF server does not provide NetBIOS setting,
enable NetBIOS aver TCPIP.

% Enable NetBI0S over TCR/TE
" Digable NtBIOS over TCR(IP

e

Figure 3 — Advanced TCP/IP Settings

9. Within Computer Management, click on Device Manager and then view devices by
Connection and Hidden Devices. Click on NetBIOS over TCP/IP Properties. Enable the

Device for using, and then click on the Driver tab to change Startup to Automatic.
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NetBios over Tcpip Properties ] ed

General |Dri\-’er I Detailsl

.\> MetBioz aver Tepip

Device type: Maon-Plug and Play Dirivers
I arufacturer: Urnknown
Location: Unknown
~ Device status
Thig device iz dizabled, [Code 22) ;I

Click Enable Device to enable this device.

Device uzage:

Figure 4 — NetBIOS over TCP/IP Properties in Device Manager

10. Reboot the server.

Pre-Requisites for Setting Up MSDTC if Using a Back-End SQL Server

This section will detail the necessary services that need to be enabled and started in order to
configure MSDTC.

Note: These steps need to be completed on both the Front-End Telehealth Server and the
Back-End SQL Server.

2. Using Computer Management | Services, change the following five services to Automatic
and Start each one:

a) COM + Event System

b) COM+ System Application

¢) DCom Server Process Launcher

d) Distributed Transaction Coordinator
e) System Event Notification

f) Remote Procedure Locator

g) TCP/IP NetBIOS Helper

2. Allow MSDTC.exe through the firewall. Using Local Area Connection, click on
Properties.

3. Select the Advanced tab, and then click on the Settings button.
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4. Click on the Exceptions tab. Click on Add a Program.

5. Browse to the Windows\System32\msdtc.exe. Click to select msdtc.exe and click
Open.

*= Windows Firewall x| -
General  Enceplions | Advancer)
Add a Program x|
Windows Firewall iz blocking inc

programs and services selected T allow communications with & program by adding it to the Exceptions list,
ta work, better but might increase  select the program, or click Browse to search for one that is not listed.

_i_Local Area Connecl B Programs:

Gerersl Advanced Erograms and Services: 1A AFHCAN Consul Server

Mame — | &5 Anay Manager Console
whindows Fiewal————— | CJFile and Printer Sharing gm.lay Manager Utilies

Part 443 TCP = Client Netwark Utility
Protect my computer and network. by
or preventing access o this compute Port B0 TCP iﬁ Import and Export Data
the Internet Remote Deskiop (& Intemet Explorer

Tirne Server BT Assistant

LI UPHP Framewark -

[ WwWCF @Dut\mk Express

Profiler
@ Query Analyzer j

Path; IE'\WINDD\N’S\syslemSZ\msdlc B Browse... I
Add Program. .. Add By

¥ Display a notification when  Change scope. 0K Cancel

oK Cancel

oK Cancel
Figure 2 — Adding the MSDTC Program as a Firewall Exception

6. Click OK.

7. At the General tab, ensure there are checkmarks in front of Client for Microsoft
Networks and File and Print Sharing for Microsoft Networks.

-4 Local Area Connection Properties 1 2=l

General I Advanced |

Connect using:

I B8 Broadcom Met<treme Gigabit Etherne

This connection uzes the following items:

E i Client for Microsoft Networks |
O .% Mebwork, Load Balancing

File and Printer Sharing for Microzoft Netwr
S Internet Pratocal [TCRAP)

Install... | Urinztall Froperties

— Description

Allows ather computers to access resources on your computer
uzing a Micrazaft netwark.

¥ Show icon in notification area when connected
[~ Matify me when this connection has limited or no connectivity

i) Cancel
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Figure 2 — Properties of Local Area Connection

8. With Internet Protocol highlighted, click on Properties, click on Advanced, and proceed
to the WINS tab. Place a checkmark in front of Enable LMHosts lookup. Under NetBIOS
setting, click on the radio button in front of Enable NetBIOS over TCI/IP, and then click on

OK.

L Local Area Connet

General | Advanced |

Cannect using:

B9 Broadcom Net¥tieme [

This connection uzes the follc

= Client for Microzaft b
[ 5 Network Load Balar
[ 43 File: and Printer Shar
%= Intemet Protocol (TC

e |

Descripon—————————
Transmission Control Prata
wide area network protaco
across diverse interconnec

¥ Show icon in natificatian <
™ Natify me when this conm

General |

You can get IP settings assigned automatic
this capability, Otherwise, vou need ta ask
for the appropriate IP settings.

1~ Ohtain an IP address automaticall

1% Use the following IP address:
1P address:
Subnet mask:

Default gateway:

1wl =

° Obtain DS server address automatic

—{% Use the Following DS server addres:
I

Preferred DNS server:

Alternate DNS server:

Advanced TCP/IP Settings

TP Settings | DNS ~ WINS IOpthsl

~WINS addresses, in order of use:

Add..

Editi

]
2

| REemoye |

TCR{IP is enabled,
¥ Enable LMHOSTS lookup

IF LMHOSTS lookup is enabled, it applies to all connections Far which

Import LMHOSTS. ..

[~ MetBIOS setting
 Defaul:

enable MetBIOS over TCR{IP.

= Enable NetBIOS over TCPITR.

" Digable NetBIOS over TCR/IP

Use NetBIOS setting from the DHCP server, If static IP address
is used or the DHCP server does not provide NetBIOS setting,

e

Figure 3 — Advanced TCP/IP Settings

9. Within Computer Management, click on Device Manager and then view devices by
Connection and Hidden Devices. Click on NetBIOS over TCP/IP Properties. Enable the
Device for using, and then click on the Driver tab to change Startup to Automatic.

MNetBios over Tcpip Properkties i

General IDriver I Detailsl

.\> MHetBios over Topip

- Device status

Device type: Mon-Flug and Play Drivers
Manufacturer: Unlnawn
Location: Unknown

21x

Thiz device iz dizabled. [Code 22)

Click Enable Device to enable this device.

Enable Device

Device uzage:

0K

Cancel
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Figure 4 — NetBIOS over TCP/IP Properties in Device Manager
10. On the Front-End Telehealth Server only, use Windows Explorer, navigate to

C:\Windows\System32\Drivers folder and edit the Host file by adding the IP address and
NetBIOS name of the Back-End SQL Server. Save the Host File.

11. Reboot the server.

Configuring MSDTC

The steps for configuring MSDTC are outlined in this section. These steps are for any server
using MSDTC.

1. Click Start | Programs | Administrative Tools | Component Services.
2. Click to expand Component Services and click to expand Computers.
3. Right-click My Computer, and click Properties.

4. Click the MSDTC tab of the My Computer Properties dialog and click the Security
Configuration button to display the Security Configuration dialog box.

+ Component Services — i
Security Configuration ®
File Action  Wiew Window  Help General I Options i g [21x]
Default Pratocols MSD — geounity Settings

- = i :
‘ ’_| 2E | & | - Default Coordinator I Network DTE Access

"+ Console Root,Component Services v Use local coordinatar "Client and Administration ‘

W Remate Host l— ¥ Allow Remote Clients ¥ &llows Remote Admiristration
=l @ Component Services Tranzaction Manager Communicatian
E-[;] Computers i~ Log Inforrmation [Currently owned by ST ¥ Allow Inbound v Allow Outbound
{3, My Computer Location: IC.\WINDDWS\S}ISIB - ’ ’
-] COM+ Applications HMutual Authentication Required
-] DCOM Config Capacity: |4 ME " Incoming Caller Authentication Requirsd
+ (22 Distributed Transactic ¢ Mo Authentication Requirsd
-2 Running Processes Client Metwork Protocol Configuration 4
@ Active Directary Users and Comp ’]TEF’J’\P Enable Transaction Internet Protacal [TIP) Transactions

[~ Enable A Transactions

@ Ewent Wiewer (Local)
-4y Services (Local) - Service Control Status for MSDTC vers

Status: Started st 5:43.36 PM - 9418020 [ DTC Logon Aecount

Account: NT AuthoritysNetwarkService Browse

Start | Stop |
: b
[E— I Transaction Configuration s
l ’7 Secuiy Configuiaion... | |: | —
Cancel |
0k — e

Figure 5 — Security Configuration for MSDTC Component Services

5. Ensure the following checkmarks are in place on the Security Configuration Dialog box:
1. Network DTC Access
1. Allow Remote Clients

2. Allow Remote Administration
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2. Transaction Manager Communication
1. Allow Inbound
2. Allow Outbound
3. No Authentication Required
4. Enable Transaction Internet Protocol (TIP) Transactions

6. Click on OK when complete; OK again to return to Component Services to Exit.

End of procedure.
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