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Purpose

The purpose of this document is to detail the necessary steps to integrate the AFHCAN
tConsult Server software within Active Directory for Domains.

Audience

This document applies to persons who work in the Information Technology department within
Domains and have a basic working knowledge of Active Directory for Windows Server.

Scope

As a measure of security, many applications require a secondary logon to that of the Domain
User account. AFHCAN recognized the increased burden to users to remember multiple
passwords and developed the means to integrate their logon into the tConsult software application
with that of their Domain User account. Most organizations have instituted the policy of
requiring password changes of the Domain User account every 90 days. This process will
eliminate the necessity of having to change the password within the tConsult software and reduce
the possibility of a user forgetting what their password might be.

The overall process involves creating Security Groups within AD that mirror the Security
Roles within the tConsult software. Adding Domain Users to the appropriate Security Group
within AD automatically uploads to the tConsult Server once per day as a scheduled task run
from the tConsult Server. This reduces the burden on the IT staff.

Additional Resources

SWP-0004 Joining tConsult Servers to a Domain

SWP-0005 How to Establish an Authoritative Time Source

SWP-0007 AFHCAN tConsult Server Software v5.X Installation Procedures
SWP-0023 AFHCAN tConsult Server Software Upgrade Procedures
SWP-0010 tConsult Licensing
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Acronyms and Abbreviations

Table 1 lists the abbreviations and acronyms used in this document.

Table 1 Acronyms and abbreviations

Acronym Meaning
SWP Software Procedures
IT Information Technology
AD Active Directory
WCF Windows Communication Foundation

Active Directory Preparation

This section outlines the steps to create a service account to be used by the tConsult Server
Service and five new Security Groups that will mirror the roles within the tConsult software.

1. Within Active Directory Users and Computers, select the Users OU, and create a new
Domain user. This account will be used as a service account by the tConsult Server Service.

New Object - User

g Createin:  TESTZlocal/Users

First name: IService Initials: I
Last name: iAccount
Full name: iService Account

User logon name:
IServAccounﬂ I@TEST2.Iocal ;]

Uszer lagan narme [pre-windaws 2000):
iTEST2\ |ServAc:c:0unt

< Back | Mest » l Cancel |

Figure 1 — New User creation dialog box
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2. Use a complex password and ensure that the user account password is set to never expire.

Mew Object - User

g Create in: TESTZlocal/lsers

Pazzword: I........

LConfirmn passward: Innnn

I User must change password at next lagon
[ Uszer cannot change paszword

V¥ Password never expires

< Back | Heut » I Cancel I

Figure 2 — New User creation dialog box cont’d

3. The newly created user account is a member of Domain Users only.

Service Account Properties ﬂ E

Remate control I Terminal Services Profile I CO+
General | Address I Account I Profile | Telephones | Organization
Merber Of | Diakin | Environment I Sessions

tember of:
| Marme | Active Directary Folder

Damain L

Add.. Bemove

Primary group: Domain Users

There iz no need ta change Primary group unless
you have Macintosh clients or POSER-compliant
applications.

Ok I Cancel | Lpph |

Set Primary Group

Figure 3 — Service Account Group Member Properties
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4. The five roles within the tConsult software are:

Table 2 Roles and Activities associated with each role within tConsult software

Test User Can only create test cases

Clinical Consultant Can review and respond to test
or real cases, cannot create
cases

Clinical User Can create test or real cases,
can review and respond to cases

Clinical Admin Performs as a Clinical User, but
can also add providers, create
groups, and manage alerts

System Admin Can do all of the above plus
manages server connections
(trusts between organizations)

Create five new Security Groups. Each of these groups will perform one of five roles within
the tConsult software as shown in Table 2. (Note: Naming convention for these security groups
is up to the organization. It is recommended that the name be representative of the role.)

New Object - Group E
& Create in:  TESTZ.local{Users
SrOUR Name:
| tCansulkSystemadmins|

Group name (pre-YWindows 2000);

| tZonsultSystemAdmins

CGtoupscope | [ Group bype -
" Domain lacal & Securiby
&+ global " Distribution
" Universal

ok I Cancel |

Figure 4 —-New Security Group dialog box
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-\gnttive Directory Users and Computers
@ File  Action Wiew Window Help |;|i|5|
o |Bm 4 XER 2B eR TS
@ Active Direckory Users and Computer hiect
-] 5aved Queries

=2 TEsT2 docal Marme 7 Type Diescription -
-7 Buitin Group Policy Creator Cwners Security Graup ... Members in this grou

w- (] Computers %Guest User Euilt-in account for g

Diomain Controllers ﬂEHelpSerwcesGroup Secutity Group ... Group for the Help &
[Z1 ForeignSecurityPrincipals € ksich User
i € KeithCAdmin StanFords,2.0 User
€ KeithClinical Stanfords.2.0 User
€% KeithConsultant Stanfords.2.0 User
€ KeithsAdmin Stanfords.2.0 User
€7 VeithTest Stanfords.2.0 User
€TIRA5 and 185 Servers Security Group ... Servers in this group
@Schema Admins Secutity Group ... Designated adminiskr
ﬁ Service Accounk User

€2, 5PPORT 3889450 This is @ vendor's acc

IET:

ﬂETeInetChents Secutity Group ... Members of this grou
Q Test Credentials User =
[l | ikl | v

Figure 5 — Active Directory Users and Groups

5. Add each Domain user who utilizes tConsult software in one of the five roles to the

appropriate AD Security Group. Ensure that each user has a first name, last name and email
account.

tConsult Server Preparation

This section outlines the steps to be accomplished to prepare the tConsult Server for Active

Directory integration.

1.

The tConsult Server must be a member of a Domain. If the server is not already a member of
the Domain, logon to the tConsult server with an administrative account and join it to the
domain using a Domain Administrator account.

(Note: If this is an AFHCAN built server, or was built in accordance with AFHCAN
specifications, please refer to SWP-0004 Joining tConsult Servers to a Domain.)

tConsult Software now uses WCF (Windows Communications Foundation) to authenticate
users. As a result, tConsult Server needs an authoritative time source. If one exists for the
Domain, no further action is needed, please proceed to step 3.

If a Domain is not utilizing an authoritative time source, please refer to SWP-0005 How to
Establish an Authoritative Time Source. Enable the w32Time service within Services under
Computer Management.

Enabling Ports on the Windows Firewall. tConsult Servers uses Windows Firewall as part of
the overall security strategy. By default, only 3 ports are open: HTTP port 80, HTTPS port
443 and RDP port 3389. WCF and Time Server requires two additional ports be enabled.
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%= windows Firewall |

General  Exceptions I Advanced |

Windows Firewall is blocking incoming netwark connections. except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programsz and Services:

Mame

[ File and Frinter Sharing
Part 443 TCP

Part 80 TCP

Remate Deskiop

Time Server

[ UPAP Frameswark.

Add Program... Add Part.. | Edit... I Dielete

¥ Digplay a notification when Windows Firewall blocks a program

aK | Cancel

Figure 6 — Windows Firewall — Exceptions

Select Add Port and enter WCF, Port 6968, TCP

Edit a Port i |

ze theze zettings to open a port through ‘Windows Firewall. Ta find the port
nurmber and protocal, consult the documentation for the program or service pou
want o use.

Mame: IWEF

Eort number: IESES

O R ¢ UDP

Change scope... | 6] Cancel

Figure 7 — Adding WCF Port

Select Add Port and enter Time Server, Port 123, UDP
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x

Uze these settings to open a port through *Windomws Firewall. To find the port
number and protacal, conzult the documentation for the proaram or service you
want to uze.

Narme !Time Server

Bort number: I1 23

1P = {DE

LChange zcope... | (] 4 I Cancel

Figure 8 — Adding Time Server Port

Revision 3

4. Add the Domain User service account created in the Active Director Preparation (step 1) to

the local administrators group on the tConsult Server.

5. tConsult Server software v5.2.x or greater must be installed. Please refer to SWP-0007

AFHCAN tConsult Server Software v5.X Installation Procedures if a new installation or
SWP-0009 AFHCAN tConsult Server Software Upgrade Procedures if an upgrade is

necessary.

Using AD Manager from AFHCAN tConsult Server

In this section, the detailed steps are provided for the actual integration between tConsult

Server and Active Directory. There are two modes with which to run tConsult Server when using

Active Directory:

1. Mixed Mode: This allows a combination of local tConsult accounts from within the

software and Active Directory accounts that have been merged with tConsult Server

for authentication. This can lead to duplicate accounts and creates a workload for

both IT and Clinical Admin personnel.

2. Full Active Directory Integration: This allows only Active Directory accounts that

have been merged with tConsult Server for authentication. From a Domain

perspective, this is the easiest for IT support as all they will need to do is add/remove

users from the appropriate AD Security Group created in the first section of this

document.
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IMPORTANT NOTE: Once an organization has made the decision to use Active Directory
Integration and completes this section, the software is NOT designed to reverse the

authentication configuration.

It is best to not have personnel using the tConsult software during this process.

1. Log on to the tConsult Server and add the service account created within Active Directory to

the Local Administrators group within Computer Management.

2. Use this service account for the tConsult Server Service logon vs. the local system account.

AFHCAN tConsult Properties {Local Computer)
General LogOn | Recoverny I Dependencies I

Log on as:

" Laocal System account
™ &llow senvice to interact with deskiop

Password:

LConfirm pazaword:

‘¥'ou can enable or disable this service for the hardware profiles listed below:

ServAccount@TEST 2 local Browse I

Hardware Profile | Service

Profile 1 Enabled

Enzabie | Dizable I

o]

Cancel |

Apply |

Figure 9 — Using Domain Service Account as Logon

3. Restart the tConsult Server Service.

4. Start AFHCAN tConsult Server. At the Opening dialog box, select AD Manager from

Options.
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AFHCAN Options: /
co“s““ Creste Hew Drgarization
Update Organiza! ‘F/
AD Manager
Patient Souices

Organizations

Customer Organization
Version: 520354
Installation Directory: ~ C:iProgram FilestAFHCANICONsUlt
‘Weh Installation Directory:  EllnetpubiaFHCANROoMConsult
Data Directory:  DAFHCANUConsult
Organization ID:  DaGa5d44-cdle-4a5c-h28c-181131827480

Installation ID:  tConsult

URL: htps:f192.168.4.17

Figure 10 — Start up Screen for AFHCAN tConsult Server

5. Using the drop-down arrow, select the organization that will integrated within Active

t [_ o]
AFHCAN Options:
"al:ﬂIISII“ =
Select an organization from the list to manage Active Directory Integration Oiganization:

Esit Stait

Figure 11 — Selecting Organization

6. Enter the IP address or name of the Active Directory Domain Controller that will be used for
authentication.  Then enter a valid Domain Administrator account and password. Click on

Authenticate User.
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AFHCAN

"al:nnsnn

Select an arganization rom the list to manage Active Directary Integration.

Orgarization:

Customer Oganization (+5.20.350) E

Enter the address or name of the Active Directary Domain Controller used for authentication.

Hast name or IP address of a domain contraller in the Active Ditectory  [192 158 252 42

Enter the usermame and password of an Active Directory account with Domain Administrator piivileges

Usename  [administiator

Fasoword [eeswenee]

Authenticate User

Enable Active Directory authentication for this organization,

Cautior: This action is not reversible!

Enable

Exit Start

Figure 12 — Entering IP/Host Name and valid Domain Admin account information

7. Once successfully authenticated, click on Enable. As a last cautionary note — this action is
non-reversible. Clicking on OK will enable Active Directory authentication.

Active Directory Integration

:..':,J Please confirm wou waould like ko enable Ackive Direckary authentication. This ackion is nok reversible

Ik |

Figure 13 — Verification dialog box for Active Directory Integration

8. Enter the five Security Groups created in Active Directory during the first section of this
document. What is entered here must exactly match the names from Active Directory.

t

[ O[]
AFHCAN Options:
"acl'lIISII“ oo

Enler the AD secuity group names that corespond to the user roles with tConsut

Active Directary Grown \Consult Role
[tConsuitsystemédnins System Administators
[tCansuitCinic sladrins Clinical Administrators
[tConsuitCinicallsers Users
[tConsulTestsers Test Users
[tConsuitConsuitants] Consultants

¥ Allow users ta merge their own tConsult and AD accounts

I Disable emaling users when their accounts have been merged

T Disable emaiing to users when new tCansul accaunts are ereated via AD integration

Figure 14 — Entering Active Directory Security Groups

Keep the checkmark in front of Allow Users to merge their own tConsult and AD accounts
only if it is desired to run tConsult software in mixed mode. Allowing email notifications is
up to the organization, however it is recommended when a new tConsult account has been
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created via AD integration that an email alerts the user to when he/she can log into the

tConsult software.

Click on Next.

Figure 15 is a sample screenshot of the AD Manager that has compared tConsult accounts to

those found in the AD Security Groups. The first are those accounts that are an Exact Match.
The default action for Exact Matches is “Merge”.

t

AFHCAN
"aI:ﬂIISII“ e

[_ O]

Options:

Merge information for accounts with

Numbers in parerihesis denate number of matches found in each categary

The table belaw reflects each tCorsult user found in the left column and AD merge candidates shown by
first/lsstniame in the "herge Candidates' fsthox in the center column. Clptionally. search for additionsl AD
candidates by usemame. Highlighted merge sandidate will be: reflested in right column.

Strong Match (20 Mo Match (4] Inactivate (0]

Usermarns | Adtion | AD User =
din_TestlName2! [Meige din_TestUName2!

diw_TestName3 [Merge | w_TestUName3

din Testlane23 [Merge [ Testuhane2s =
Fistname:  din_TestFNameB & Fistneme:  din_TestFHamed

& Merge
Lastname: dyw_TestNames oo Lastname:  diw_Test Names
nactivate

Usemame  diw_TestName8 £ Noction Usemame  din_TestUName8

Email diw_Testl L& I i | | EMeE diw_TestUNameB@AFHCANLA
in

Fhone Fhore #

Userrole:  System Admin

Active?  Yes

lerge cand
. Userrols:  System dmin

Active?

Exit

Figure 15 — Merging Information for Accounts

Should an account need to be inactivated, highlight the account in question and select the
Inactivate radio button. (Note: It will still read Merge under Action until the mouse is moved
to a different account. At that time, it will change to read Inactivate).

t

AFHCAN

;aGﬂIISII“ e

[_[olx]
Options:

Mergs information for accounts with:

Nurbers in parenthesis denote number of matches found in each category

The table belory reflects cach tCansult user found in the eft column and AD meige candidates shawn by
first/lastname in the “Merge Cancidates" istbog inthe center column. Optionaly, search far addiional AD
canddates by usemame. Highighted merge candidate il be reflected in ight cokmn.

Stiong Match [20] Weak Match (2] No Malch (4] Inactivate (0]

| Usemame

[ Action | 4D User =

First name:

Last name:

Username

Emal:

Phane

User role:

Active?

dv_TestFName12 © ege Fist nsme:  dye_TestFName12

din_TesLName12 P Last name:  diw_TestLName12

diw_TestUName12  Hoddton Usermame  diw_TestlIName12

A Tes Um0 ML | [ | Erab diw_TestlIName1 2BAFHCANLA
i

Phane #,
Clirical Adwin

Userrole:  Clirical Admin

Yes Astive?

Figure 16 — Merging to Inactivate Information for Accounts

Esit

Apply Back et
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No Action radio button: For fully integrated Active Directory every account must be
merged or inactivated. Every single account needs to be addressed. When it has been
determined that all accounts are correct, click on Apply. Upon completion, the dialog box
will advance to the Strong Matches if there are any. If there aren’t any strong matches, it will
go to Weak Match, then No Match.

10. AD Manager will stop at Inactivate if there are any accounts that have been marked for
Inactivate.

t TSI B3

AFHCAN Options:

"aGIIIISII“ toe

Merge information for accounts with

Exact Match (0] ] atch [0 A Match [0 No Mateh [0]

Numbers in parenthesis denote number of matches found in each categary

All accaunts have besn marked Merge or Inactivate. ‘You may continue.

| &

din_TestUNamed7romatch_ Inactivate I
dive_TestUName12 Inactivate
diws TestlN, Inactivate X
First name:  djw_T estFNameds First riame:

T Merge
Last name:  diw_TestLNamedBromatch_ Last name:

@ Inactivate
Usemame  diw_T estUNamedGnomatch_ € Nodction Usemame
Emai: diw_TestUNamed FHCANL I Find Ernail:

i
Phone # Phone
Merge candidates

Userrole:  Clinical Consultant User role:
Ative? Mo Active?

Review

Exit Apply | Back |

|

Figure 16 — Inactivating accounts

Click on the Review button to review each account if necessary.

11. Once AD Manager has determined that all accounts have been accounted for, click on Apply,
and then click on Next.

AFHCAN Options:

"aGIIIISII“ s
L
A el | g it is &

Useiname

WFHCAMAmn  [esssssed]

I Disable AFHCAN authertisation. This wil farce all authentisation requests and wser assount creation to be performed through Active Directory.

I7 Enable automatic import of user accourt information fram Active Directory
Import every [TT0=] days

Please enter the valid Active Directom/Local administrator credentials the task will un ss.
Username

Passward

™ Send email to an admiristrator when provider imports are performed

Send emai ((Coneult usemanme [

Eit

Figure 17 — Merging Information for Accounts
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Enter a Username and Password of an account that is a member of the tConsult System
Admin AD Security Group, then click on Verify.

12. The first checkbox will become active and is used to Disable AFHCAN authentication and
use only user account information through Active Directory. Place a checkmark here to
enforce the Full Active Directory Integration. Click on Apply.

it =] B3

AFHCAN Options:

{aGOIISIlll e

I~ Disable AFHCAN authentication. This wil force all authentication requests and user account creation to be performed thiough Active Directory

T Enable automatic import of user account information from Active Directory.

Import every [T days.

Please enter the valid Active Directom/Local administrator credentials the task will run as.

Usename |

Passnord [

™ Send email o an sdwirishiator when provider imports are performed

Send emai tConsult usemarme) |

Figure 18 — Disabling AFHCAN authentication

13. Once apply has been clicked from Step 12, the next checkbox will become active. This will
set up a scheduled task to be completed at the organizations time schedule to import any new
user accounts that have been added by the IT support staff and placed into the appropriate
tConsult Security Group within AD. Enter the Service Account name and password
created in Step 1 of the first section.

AFHCAN Options:

{al:IlIISII“ tene

I7' Disable AFHCAN authentication. This wil farce all authenlication requests and user accaunt crealion to be performed thiough Active Directory.

[¥ Enable automatic impart of user account information from Active: Direstary.

Importevery [1 = days

Please enler the valid Active Directory/Local administator credentials the task wil un as.
Usemname [ServAscount

Passward [~

™ Send email to an administrator when provider impotts are performed.

Send emall (tConsult usemame] [

Figure 19 — Setting of Scheduled Import Task

Sending of an email to an administrator when provider imports are performed are at the
discretion of the organization. Click on Apply.
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Note: At this time it will appear that no action has taken place, Click on Next.

14. This last step within AD Manager may be used if any inactivated user accounts were not
merged. To see these inactivated user accounts, click on the Dry-Run Import Users,
however if all accounts were successfully merged, click on Exit to return to the AFHCAN

tConsult Server.

AFHCAN It
Admiri G
U

o
B

shiroup:

Diy-Run Impert Users

Figure 20 — Finishing AD Manager

Common Errors that may be Encountered

With full Active Directory Integration, providers may only be added through Active Directory
and made a member of the appropriate AD Security Group. This is by design and not an error.

AD Manager will not process any merges if the number of tConsult client licenses are
exceeded. Purchase and install more licenses. (Please refer to SWP-0010 tConsult Licensing.)

When first setting up AD Manager, the User account will not validate. Ensure the user
account is a member of the Domain Admin group.

Unable to verify user account for merging. Ensure the user is a member of the tConsult
System Admins AD Security Group.

The system will not setup a scheduled task to import AD users. Ensure that the service
account used for the scheduled task is a member of the Local Administrators group.

End of procedure.
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