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Purpose

The tConsult Update product is designed to publish signed patches/future upgrades to remote
clients that are connected to the tConsult server. By having the tConsult Update Server properly
configured and the tConsult Update Client loaded on a cart, the client will communicate with the
tConsult Update Server to check for any updates. If there are new updates present, the client will
download and install as published by the tConsult Update server.

Audience

This document is written for IT technicians and system administrators who are responsible for
building, configuring, or maintaining a tConsult Server. It is assumed readers are familiar with
intermediate-level computer terms and concepts.

Scope

As new features are added to each release of tConsult software, tConsult Update Server and its
corresponding tConsult Update Client software were developed to facilitate organizations in the
upgrade of the tConsult telehealth product.

All updates are signed by two of five personnel. They are Director of Product Development,
Systems Integration Manager, Product Manager, Quality Manager and Software Development
Manager. If an executable is not signed the Update Server will not accept the command. This is
designed to ensure that all updates have been tested and verified for quality. All packages will
have command-line parameters and descriptions embedded within the package.

This document details the steps to publish a signed software upgrade package using tConsult
Update server.

NOTE: For Multiple Organizations hosted on the same server that may be upgraded, these
steps must be repeated for each tConsult Update Server site.
Additional Resources

SWP-0045 tConsult Update Server Software Installation
SWP-0046 tConsult Update Client Software Installation
SWP-0044 tConsult Update Server Configuration

Using tConsult Update Server

Once a signed package is received by an organization, members of the IT staff can upload the
package to the tConsult Update Server by following these steps.
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1. Using Internet Explorer, enter the following url into the address bar:
/Ihttps://1P_Address_Of Your_Server/update

2. Log into the tConsult Update Server web application.

/2 Login - Windows Internet Explorer

=18l
@T: @[] https:if152.168.4.70/Update]Login aspx7Returnr=adminDefault aspx 153 certficate Error. || 5|49 || X | [0 Live search P~
Bl Edt Vew Favortes Tooks Help
i Favorites |5 @] Suggested Stes + [ Free Hotmall @ ] Web Sice Gallry
@ Login

X3 v B) v e v Page - Safety - Tooks - @
tConsult

Home

v4.1.0.200

Login
Please provide your tConsult Update credentials to continue
Username |

Password

Copyright © 2000 - 2011 Alaska Native Tribal Health Consortium.
ALL RIGHTS RESERVED.

[Done

I e [ Trostedstes

[Fa~[®ioow ~
Figure 1 —tConsult Update Server Login Page
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3. Using the browse button, locate the package sent from tConsult

/2 Add Update Package - Windows Internet Explorer B (8(x]
GE: v [le] reeps:i{192.168.4.70]LipdatefadvinfUploadpackage.asp =18 conticate Eror_ || B/[ 42| x| [ tive search 2l

Fle Edt Vew Favortes Toos Help

i Favorites | 515 @) Suggested stes [ Fres Hotmall @ | Web Sice Galkry +

& dd Update Package 3 v B © (0 - Page~ Safety - Todk~ @
0.200
Admin Home Log off

] Add Update Package

Upload tConsult Update Package

Application Telehealth =
Update ]
ypdate Browse.

Cancel | _Upload Package

Copyright © 2000 - 2011 Alaska Native Tribal Health Consortium.
ALL RIGHTS RESERVED.

[T T 1T e[ Trusted skes [~ [Fow -

Figure 2 — Adding an Update Package
4. Select the package and Click on Open

/> Add Update Package - Windows Internet Explorer =18 x|

@':}- [ Teps:ifis2. 160.4.70]LpdefadminjUploadpactage aspx 1[5 cotticate Eror || 42 x | [17 e searen ol

Fle Edt View Favortes Toos Help

e Favortes | 55 @) Sugsested stes + [ Free Hotmal @ | Web Sice Galery

(& hdd Update Package P v B v [ v pagev Sefely~ Took - @

tConsult

Admin Home Log off

[J Add Update Package

Upload tConsult Update Package

Application Telehealth s
Update [F\ClientSetup_build_5.4.(  Browse.._|

Package
Upload Package

Copyright © 2000 - 2011 Alaska Native Tribal Health Consortium.
ALL RIGHTS RESERVED.

[ [ [/ Trusted stes [7a= [Riwo% -

(|

Figure 3 — Adding an Update Package
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5. Click on Upload Package

/2 Add Update Package - Windows Internet Explorer

18]
2l

) ttps://192,168.4.70/Update admin/UploadPackage. aspx B
(24 [€] hitps:/1192.168.4.70/UpdatefadminUploadP ackage. asp: =

43| % |[9 Live search

Fle Edt View Favortes Tools Help

g Favoriees |5 @] Suggested Stes + [ Free Hotmall @ ] Web Slice Gallery +

@ Add Updats Package 23 v B v [ @ v Page~ Safety v Tools~ @

tConsult

v4.1.0.200
Admin Home Log off

() Add Update Package

Upload tConsult Update Package

Application  [Telehealth

FiClientSetup_build_54.( _Browse...

Update
Package

.,36/23.70 MB (10%) at 670.8 KBJs - 0025 left

S

Cancel

Copyright © 2000 - 2011 Alaska Native Tribal Health Consortium.
ALL RIGHTS RESERVED.

I [T T Re [V rustedskes

Figure 4 — Package Being Uploaded

[Fa~[®iow -~

Revision 3

6. Figure 5 displays the Update Options once the package has been successfully uploaded.

Click on the Home link

/2 Edit Update Package - Windows Internet Explorer

=18l
@@v [e] hetps:jj192.168.4.701 pdates, aspx?Updateld bi-5176-4f3b- v || IY Certiicate Error. || 53|49 || X | [0 Live search |2~
Ele Edt Vew Favortes Tooks Help

< Favortes | 55 @ suggested sites ~ [ Free Hotmail £ | Web siice Gallery =

@Edt Update Package - Page~ Safety - Took~ @~
tConsult v4.1.0.200
Admin Home Log off
[] Edit Update Package

Update Options Download Conditions add
Peacrmtiar B All clients targeted

Execute Conditions add

=

All clients targeted
Update Package ClientSetup_build_5.4.0.486.package
Application [Telehealth = Success Conditions add
Command Line /S All clients targeted
Options I” Required Update

I” Download Enabled
I” Execute Enabled
Back Delete Update
Copyright @ 2000 - 2011 Alaska Native Tribal Health Consortium.
ALL RIGHTS RESERVED.
I |
Done.

[T T [ [ musted sites
Figure 5 — Edit Options for Update Package

7. The Admin Summary window will display the Package under Updates (1) Te
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/2 Admin Summary - Windows Internet Explorer

1|8 certficateError || 5| |42 || % | [ Live searc

‘o v Bage~ Safety~ Took~ @

v4.1.0.200

Log off

Admin Summary
edit (] Updates (1) add ® Ssite Name All DL Sec Exe Suc

Telehealth All DL Sec Exe Suc % APHCAN- 3720020 LU0} G OO

DEBSCart

ClientSetup_build_5.4.0.486.package 1 0 0 0 0

Applications edit

Telehealth

% Roles edit
Cart

Desktop

Laptop

&3 users edit ~|
T [/ Trusted sites Va v [®100% -
/

Figure 6 — Admin Summary Window

The All indicates that there is 1 package (ClientSetup_Build_x.x.x package). As the package has
not had any Required, Download or Execute enabled options selected, the DL (Download), Sec
(Security), Exe (Execute) and Suc (Successes) are shown as 0.

The Site Name(s) is reported to the right in the Admin Summary window. Be careful on
clicking on the Red x in front of the site name — this will remove the site from the list!

The site shown in Figure 6 has not received any Downloads or Execution options.

Deploying the Update Package

Using tConsult Update Server, the administrator controls how packages are made available to
the tConsult Update Client. The Download, Execute and Success Conditions allows the
administrator to select whether all clients connected will receive a package, or only clients based
on role or name (exclusive). This section details those steps for setting the package options.

1. Atthe Admin Summary window, click on the link to the package under Updates(1)
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/2 Admin Summary - Windows Internet Explorer JSEIES]
O ~ [l Fssiie s, mimdaeladnmioerai s ][ Cortcate Emror || 5[ 9| % | [0 e searcn o

Ele Edt Vew Favortes Toos Hep

i Favories | 55 2] sungested sites ~ ([ Free Hotmall ] Web Sice Gallry ~

@ acnin sunmary Z v B - @ Bsge- Safely- Todk e @

tConsult update v4.1.0.200

Admin Home Log off

Admin Summary
Fapuiharizad edt () Updates (1) add B Site Name All DL Sec Exe Suc

% AFHCAN- 3/29/2011 0 0 0 0 0
Dir of Product Telehealth All DL Sec Exe Suc .
Development DEBSCart 9:35 AM
Srodnen areot ClientSetup_build_5.4.0.486.package 1 0 0 0 0

Quality Manager

Software Development:
Manager

Systems Integration
Manager

(1 Applications edit

Telehealth

% Roles edit
Cart

Desktop

Laptop

3 users edit B
[T T T e [V Trusted skes Fa~ [Fiwe% -

Figure 7 — Admin Summary Window

2. Options will be selected depending on environmental factors, steps in the upgrade

process or other considerations. For example, to plan an upgrade involving several
remote sites, it is advisable to allow remote clients the ability to download the package a
few days before the actual execution of the package will occur. In most cases, the server
tConsult software needs to be upgraded first prior to the clients being upgraded.

Begin by selecting the Required Update and Download Enabled options. Notice that all
clients are targeted to receive this download.

/2 Edit Update Package - Windows Internet Explorer =8|
— = -
@\Q. v [e] hips:jj192.168.4.70/U Jpdat Updat di-dfea x| Certiicate Error. || 53|42 || X | [ Live search L~

File Edit View Favorites Tools Help

L Favorites | 5 £ Suagested Stes + [ Free Hotmail @ | Web Sice Gallry +

@ Edit Update Package X0 v B - 0 s v Pagev Safety v Took~ @

tConsult Update v4.1.0.200

Admin Home Log off

_| Edit Update Package
Update Options Download Conditions add

All clients targeted

Description =
Execute Conditions add

All clients targeted
Update Package ClientSetup_build_5.4.0.486.package

Application [Telenealth = Success Conditions add
Command Line /S All clients targeted
Options ¥ Required Update

iV Download Enabled
I™ Execute Enabled

Delete Update

Copyright @ 2000 - 2011 Alaska Native Tribal Health Consortium.
ALL RIGHTS RESERVED.

|
Dane 0T T T T [ [ Trusted sites [a~ %% -~

Figure 8 — Editing the Update Package

3. To select which clients may download packages, click on the “add” link to the right of

Download Conditions.
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Selected Clients may be based on Roles, for example all carts may download, but not
desktops or laptop clients.

Clients may be selected for exclusivity by the Site Name. Only the client whose name is
selected here will download the package. All other clients will ignore the download.

/Z Edit Update Package - Windows Internet Explorer =18 x|
— I
@, 5 =[] hetpsiif192.168.4.70/UpdstejadminfUpdetes:aspit cBa-2ed0-4f6a 7|} Ce {8 {25 [ wve search Pl
Fle Edt Vew Favortes Toos Help
o Favorkes | 15 &) sugsested Stes [ Free Hotmail @ Web Sice Gallry
€ e Updete Packege || R v E) ¢ v pager Sefetyr Took+ @
Update Options oowmomT o |

Description 1 All clients targeted
Add New Download Condition add

Update Package ClientSetup_bul  Registry Condition
Application Telehealth

add
Key Base HKEY_CLASSES_ROOT i
‘Command Line S
= = Key Path ,—
ptions. W Required e
F Download Key Name
™ Execute Er
DesiredKeyData

Role Condition Update
Role Cat 7] add |

e Exclusive Client Condition

Site Name AFHCAN-DEBSCart 7| add
Retry Condition
Site Name AFHCAN-DEBSCart
add
Attempts 7
Close =
[T T [ nsedstes Vo~ [Ri0% -

Figure 9 —Limiting the Clients to Receive Downloads

Once the Clients to be upgraded have been determined, click on Close, then click on the
Update button, then the Back button to return to the Home page.

4. By default, the tConsult Update Client polls the tConsult Update Server every five
minutes to check for any updates. In Figure 10, the Site has determined that there is a
package to be downloaded and completes the download successfully. The tConsult
Update Client then updates its status.

/> Admn Summory - Windows Internet Explorer I Zlsix
@A w [ g /192,168,470 pdate sdninmet sk asp ] centficate Errer bl xi[P s 18
i on Favertes: Teck | Hep

Favorkes |3 8 Suspeted Siees = [ Froe Hotmal ) Webh Skcs Galery

£ sdmn Sunmary

tConsult updat

Admin Home

Admin Summary
' Authorized
Signers
Dir of Product Telehealth All DL Sec Exe Suc 5 ATHCAN- 3292011 2 1 0 0 0
Development DEBSCart 2:14PM
Production Manager ClientSetup_build_5.4.0.486.package 1 1 0 0 0

edit J Updates (1) add ® Site Name All DL Sec Exe Suc

Quality Manager

Software Development
Manager

Systems Integration

Applications  edit

Telehealth

. Roles edit
Cart

Desktop

Laptop

&) Users edit =
Pore [T T [ Trsted skes EF R ENRT

Figure 10 —Admin Summary Page Displaying Successful Download by Client
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5. Clicking on the Client link under the Site Name (NOT the Red x), will reveal the full
status as reported to the tConsult Update Server by the tConsult Update Client.

{2 AFHCAN-DEBSCart Client Detail - Windows Internet Explorer -1& x|
@: v [&] hitps:i/192.168.4.70]Updatefadnin/ClientDetas. aspx?ClentiD=afbzbeza-13c4-42t v ||k Certificate Error || 3 |[¢#|| X | [ Live search £~

Ble Edt Wiew Favortes Toos Help

¢ Favorites | @] Suguested Stes ~ ([ Free Hotmall @] Web Sice Gallry v

(& AFHCAN-DEBSCart Client Detail Xy v B - = - Page - Safety - Tooks - @~

Admin Home Log off

® AFHCAN-DEBSCart Client Detail

Client Overview

D afb2bc23-13c4-4288-807¢-466783214bdb
Site Name AFHCAN-DEBSCart
Network Information Cisco Aironet 802.11a/b/g Wireless Adapter #2
MAC Address 00:40:96:A7:99:12
1P Address 192.168.7.0
Cisco Aironet 802.11a/b/g Wireless Adapter #2
MAC Address 00:40:96:A7:99:12
IP Address 192.168.7.0
os Win32NT 5.1.2600.196608
tConsult Update Version 4.1.0.200
Role Cart
First Connect 3/29/2011 9:27 AM
Last Checkin 3/29/2011 3:03 PM
Last Error Sending the status to the update server failed
Update Status Downloaded Security Executed Successful £

ClientSetup_build_5.4.0.486.package @ 3/29/2011 11:53:00 AM

|
Done [T [ [ [/ Trustedsies [Fa~ %% -

Figure 11 — Client Details

6. Once it has been determined that the client can now execute the package, click on the
package link in the Update block from the Admin Summary page. Place a checkmark in

front of Execute enable, and determine the Clients to be targeted as shown in Step 3 of
this section.

/2 Edit Update Package - Windows Internet Explorer -8 x|
G@v [e heips:lir92.168.4.70/L Ipdats Up i || centficate Error || 53| 4|1 x| [ Live search £l

File Edt View Fayortes Tools Help

¢ Favorites | 515 2 sugoested sites ~ ([ Fres Hotmail @] Wb sice Gallry ~

(@ Edit Update Package & < g v Page~ Safety v Tk~ @~
tConsult upda v4.1.0.200
Admin Home Log off
| Edit Update Package
Update Options Download Conditions add
Description =] Exclusive AFHCAN-DEBSCart remove
= Execute Conditions add
Update Package ClientSetup_build_5.4.0.486.package All clients targeted
Application [Telehealth =
CommandLine: |/5 Success Conditions add
Options ¥ Required Update All clients targeted
T” Download Enabled
iV Execute Enabled
Copyright @ 2000 - 2011 Alaska Native Tribal Health Consortium.
ALL RIGHTS RESERVED.
Dane [T T T T [ Trusted sees [~ [®woee -

Figure 12 — Selecting Execute Enabled Options
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Click on Update then return to the Home page.

7. The tConsult Update Client will verify the signature authority and execute the package.
Verification of successful completion will be reported by the client to the tConsult
Update Server. (Note: The status update may take a few minutes. Clicking on the
Refresh button will display when the package has successfully executed.)

/2 Admin Summary - Windows Internet Explorer =& x|
6: @ [e] https:f192.168.4.70/Updete adnin/Defaulk. aspx 1B certficate Error || || 4|1 x| [ Live search £~

File Edt View Favorites Tools Help

i Favorites |5 2 suggested Sites + [ Free Hotmail @ | Web Sice Gallry v

@ Admin Summary P v B) - o v Page- Safety - Tooks~ @~

tConsult update v4.1.0.200

Admin Home Log off

Admin Summary

ggnke“rg""iled edit () Updates (1) add ® Site Name All DL Sec Exe Suc

Dir of Product Telehealth All DL Sec Exe Suc

® AFHCAN- 3/29/2011 2 1 1 1 (1
Development 3:23PM

DEBSCart

Brocutaan Naraoee ClientSetup_build_5.4.0.486.package 1 1 1 1 1

Quality Manager

Software Development
Manager

Systems Integration
Manager

"\ Applications edit

Telehealth

(% Roles edit
Cart

Desktop
Laptop

3 Users edit =l

\ I B = Fa [ -
Figure 13 — Successful Execution of Package by Client

End of procedure.
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