Software Procedure

SWP-0017 Obtaining New Certificate Public Key

Revision: 1

Effective Date: 8/31/2010

Alaska Native Tribal Health Consortium
Division of Health Information & Technology
4000 Ambassador Drive

Anchorage, AK 99508 A F H CA N

Tel: (907) 729-2260 Telehealth Scolutions
Fax: (907) 729-2269

Copyright © 2012 Alaska Native Tribal Health Consortium. All rights reserved.



SWP-0017 Obtaining New Certficate Public Key Revision 3

Contents
(O00] 01 =] o | 1< J U U PP UURPTPOURRPPTPN 1
] 0101 USRS T 2
Lo [1=] o [0t TSSOSO PTRPTPPRPRPRO 2
T oT o] o PP PP 2
Obtaining the Public Key from an Existing tConsultX Database...........ccccocvviiienenciinnnnnn 2
Applying UpdateServerPUbKey.Sql SCHIPL........ccoiiiiiiiiieccce e 7
Applying UpdateNodePubKey.sql SCHPt ..o 7
AAPPENTIX A <Rt E e E bbbttt ans 7

Page 1 of 8



SWP-0017 Obtaining New Certficate Public Key Revision 3

Purpose

The purpose of this document is to outline the necessary steps to obtaining the public key from
within the SQL database of a tConsult Server organization with the intent of applying it to a
different tConsult Server organization.

Audience

This document is written for IT technicians and system administrators who are responsible for
building, configuring or maintaining a tConsult Server. It is assumed readers are familiar with
intermediate-level computer terms and concepts as well as have a basic understanding of SQL.

Scope

On tConsult Servers that host multiple organizations (multi-org), all tConsult databases use the
same public key for encrypting data between the server and clients. Moving and restoring an
organization from a separate, standalone server to a new multi-org server means the public key
contained in the old server SQL database is no longer valid on the new server. Clients will be
unable to re-establish communication with the newly restored organization and the trust
relationships with other servers will fail.

This document details the necessary steps to obtain a public key from a server that hosts
multiple organizations and apply that public key to a newly restored tConsult database.

The appendix at the end of this document displays the actual SQL scripts used.

Obtaining the Public Key from an Existing tConsultX Database

In this section, the steps are detailed for obtaining a public key from an existing tConsultX
database on a server that hosts multiple organizations.

1.) Open Enterprise Manager (if using SQL 2000) or SQL Server Management Studio (if
using SQL 2005). Highlight an existing tConsult database and open SQL Query
Analyzer.

Note: Do NOT highlight the newly restored tConsultX database.
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Figure 1 — Opening SQL Query Analyzer

2.) In SQL Query Analyzer open the GetPubKey.sql.
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Figure 2 — Opening the SQL Script

3.) Run the script by clicking on the green triangle. Click in the results box below
and Select All | Copy.
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declare @pubkey as varchar (4000)
declare @serverguid as varchar (50)

select @pubkey = publickey, @serverguid = serverguid from server vhere type =

print ‘update server set publickey = ''' + Qpubkey + ''' where serverguid = '''
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Figure 3 — Copying the Results of a SQL Query

4.) Open Notepad and paste the results obtained in Step 3. Leave Notepad open
and return back to Enterprise Manager.

B untitled - Notepad [_ O]
Fie Edt Fomat View Help

Update server set publickey = 'MI1DAgccnmangwmAg1thx'rkrgscedmeqyarvam:Bgurogmcnqummsnﬂs:w =
HwY IK02IhvcNAQkBFh1zdXBwh3 10QGFmaGNhb 5vcmCxCZAIBGNVBAY TATVTMQS W

ICQYDVQQI EwIB5ZE SMBAGALUEBXMIQWS ] GOy Ywd 1MQBWDQYDVQQKEWZBRK hDQU4 X
DZANBGNVBASTEK FGSENBTE‘EdMBSGAlUEAxMUQUZIQOFOI FR1 vaozw:snggqosw
HhCNMDYWNTE SMMXODI 2whcNMzK xMiMxMiMLOTUSw] AkMSIwIAYDVQQDEX TBRkhD
lQU4 gvGvsZwh1Yix0aCBT awduawSnMIGFMAOGCSGGSI b3 DQEBAQUAAIGNADCE1QKE
gqmaz7r3rm‘bSszzcu’zvkzaqlpsLKxkavHWAQHmnahrsM? Cneqwrg}asLma
p3 pmik LZONNObpZevhMooGnQdZYun/nPUoQ6dPG8iGz/hpmT j 3SQH7DW Ho 1NNg.
50WFS SUT0NOW2Wr DOV Sya+]j hIQ2nhX(6MOS Z+ZTvF4 0++QT DAQABO4 HNMIHKMT HH
BONVHQEEghBWohyAEGS 7Uct EqdX2/pdwxk 7V/b+hgzUwgZIxITATBgk ghk 1GOw0E
(CQEWENNLCHBVCNRAYWZ0Y 2FULMOYZZELMAK GALUEBhMCVVIMXC ZAJBGNVBAGTAKFL
MRIWEAYDVQQHEW]BbmNob3 JhZ2UXD2ZANBGNVBACTBK FGSENBT  EPMAOGALUECXMG
[QUZIQOFOMR OwGWYDVQQDE XRBRK hDQU4 gvGVsZwh1Ywx0aCBDQY IQoWw7 s2265hT
lalQyepi SVTAIBQUr DGMCHQUAA4GBADRA4VNNBQDZ oML 2QmbvL /Kwaf /BbdBEYAQF
ImxFX5816FS1hMCI7H71+euzy+HDCr x2221FC/hZzUovgvOFGPRPOBP3 irGcaawsd
\k/JA2++SlprkahLer9AwyﬂeajV+gRQHwE7VddSvLLALI><SlIm\’ufTSH7VUZEhV><Oy
SVWCLTT

' where serverguid = '2115elae-aed7-4210-a89%h-98d7daee3f2h’

K|

iy

Figure 4 — Pasting the Results of a SQL Query into Notepad

5.) Highlight the newly restored tConsultX database. Click on Tables and locate the
Server table in the right pane. Do a right-mouse click and select Open Table |
Returning all rows
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Figure 5 — Returning All Rows upon Opening a Table

6.) Locate the name of the organization in the Description column (type will be Home).
Highlight the ServerGUID in the first column and copy to the clipboard.

'i'{“ SQL Server Enterprise Manager [_ O]
File MWindow Help
|2 =EuwEf ! &Y RES
‘In Console Root'Microsoft SO
onsole Root
Micrasoft SQL Servers ServerGUID ProxyGUID PacketSize publickey URL type
Fl 6 SQL Server Group {1606329D-4202-4 APO Tra.ir!ing 102400 InDirect
3 & {local) (Windows NT) {9012D0CE-2336-4 APOTraining 102400 192.168.1.2 Node
1be96fbd-d49f-41¢ Health Org-C 2147483647 192.168.3.107:221 DataServi
2 Databases 209e7c72-7b69-42 Health-E 2147483647 192.168.3.107:10Z DataServi
- master 2d82d791-bd51-46 Group Med 102400 Direct
B4 model Health Org-B 2147483647 192.168.3.101:46( DataServi
B[ msdb Health Org 102400 Home
- tConsult
-1 tConsult2
=k tConsult3
cg Diagrams
Tables
6" Views
@ Stored Procedc
7 Users 4 I
Roles | h
g:'::ults = scheduledobs dbo User (312010 12:37:09 PM
User Defined Data Tyr Server dbo User 8/31/2010 12:37:09 PM
&f‘ User Defined Function: ServerMessageGroup dbo User 8/31/2010 12:37:09 PM
B @ te;'pdh ServerSettings dbo User 8/31/2010 12:37:13 PM
{2 Data Transformation Services Suffix dbo User 8/31/2010 12:37:13PM
{1 Management syscolumns dbo System 8/6/2000 1:29:12 AM
-] Replication =] syscomments dbo System 8/6/2000 1:29:12 AM

Figure 6 — Copying the ServerGUID to Computer Clipboard

7.) Return to Notepad and replace the ServerGUID between the quotations in the last line
of the script. Save the document as UpdateServerPubKey.txt.
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File Edit Format View Help

update server set publickey = 'MIIDAjCCAW+QAWIBAQIQeGzcblU5YZd15c2cC35t7]AIBGUr DGMCHQUAMIGSMSEW -

HwWY ] KuthchﬂquFhJzdxswbz:OQGFmaGNhgw‘ SVCMCXCZAIBGNVBAYTATVTMOSW

CQYDVQQIEWIBSZESMBAGATUEBXM JQWS j GOy Ywd 1MQ8WDQYDVQQK EWZ BRKhDQUAX

DzANBgNVBASTEkFG5ENBT;‘EdMESGMUEAXMUQUZIQUFOIFRT hGVuZwFSdG?gQﬂEw

HNCNMTAWMTAZM j T1MjM1whcNMzkxM JMXMMLOTUSWjAKMSIWIAYDVQQDE X 1BRKhD

QUAQVGY5ZWh] Yix0aCB Talduaw5nM IGFMAOGCSAGS Th3DQEBAQUAALGNADCET QKB

gaceamb7 doN2Mywx0IG+E+GFOG4 ggNMCHNbS YOSWPV 50QUTIWPNUYFUa/ TX1YBEN
eTYF1KVKNT2E 58uaBv2CDyk+kD7 fuf /vTbFudnebemoFdrpges,/rnYBzoR

/+NsamEA:v}vt?uzGTcHuvsyGqu:bIEzvu?waa+:sQIDAqA5uAHNMIHmIHH

BgNVHQEEQh8WghYAEGS 7UCTtEQ4X2 /pdwxK7 v,/ b+hgzuwgZ IXITATEgkghkiGOWOE

CQEWENNLCHBVCNRAYWZ 0Y2FULMOYZ ZELMAKGALUEBHMC VVMXCZAJBGNVBAGTAKFL

MRIWEAYDVQQHEW | BbmNob31hz2UxDzANBGNVEAOTEKF GSENET JEPMAOGAL UECXMG

QUZ IQOFOMROWGWYDVQQDE XRBRKhDQU4 gVGYSsZwh 1YWx0aCBDQYIQowWW? q5ZZ65hT

AlQyep1i5vTAJBQUF DGMCHQUAAL GBADWOSTHILAQbWEFNGBSMSCL SFgXbIH5CWEC3

QiLTRH2W01009gxskv10ARGT r4 dxrtTyLsvafkmxkeCDNCObD1Qxds xwIs 8292wz

'Iﬁq%rdfmwmjlkazqumm?dzw/Ranqufaw+swzvkyqswvnbse?rrkc Z11

TlwlRyOs

R TR VT TR R O 8 C4 02507164 -8d34 -ac4T-15689de85938)

Figure 7 — Copying the ServerGUID to Computer Clipboard

8.) Using Windows Explorer, rename the updateserverpubkey.txt to
UpdateServerPubKey.sql.

Revision 3

9.) Copy UpdateServerPubKey.sql to UpdateNodePubKey.sgl. Do a right-mouse
click on UpdateNodePubKey.sql and choose Edit using Notepad. Replace

server in the first line with nodeserversetup. Save the file.

File Edit Format View Help

update set pub'\'ickex = "MIIDAJCCAMH+QAWIBAQIQeGZChlUSYZdI5C2CC35TZAIBgUr DQMCHQUAMIGSMSEW
HwYIKoZ IhveNAQKBFh1zdXBwb310QGFmaGNhbi SvemexCzZAIBgNVBAYTATVIMOSW
CQYDVOQIEWIBSZESMBAGALUEBXMIQWS j aGOyYWd IMQ8wDQYDVAQKEWZ BRKhDQUA x
DZANEgNVBASTBkFGSENBTE"EdMBSGAlUEAXMUQUZIQUFOIFR'IbGVUZwFSdG%gQUEw
HhCNMTAWMTAZM T1MjMIwhcNMZzkxM JMxMIMIOTUSW] AKMSTWIAYDVQQDE X 1BRKhD
QUAgVGVsZWh1 Yix0alBTawduak5nMIGFMAOGC 5GGSTh3DQEBAQUAALGNADCBIQKE
gaceamb? doN2MyWx0IG+E+GF0Q4 ggNMCHNDS YOSWpY 50QuT IwPNUyFua,/ TXLyBEN
mXYVyveTYFLKVKhT2E 58uaBv2CDyk+kD7 fuf /vTbFudneEbemordrpges/rnyBzOR
/+NsBhiEAFV3VET0zG] CHOVBYGRQCIbIEZVO7 pv4 f a+FSQIDAQABO4 HNMIHKMIHH
BgNVHQEEgbawgbyAEGs7uEtEq4X2/pdwa?V/&thUngIxITAfngqhk‘iGSWUB
CQEWENNLCHEVCNRAYWZ 0Y 2F ULMOYZ ZEL MAKGATUEBHMCVWMXC ZA JBQNVEBAGTAKFL
MRIWEAYDVQQHEW] Ihz 2UXD: gl iTI TjEPMAOGALUECXMG
QUZ IQUFOMROWGWYDVQQDEXRBRKhDQU4 gvGVsZWh1 YWx0aCBDQYIQoWW7 qsZ265hT
AlQyepi5vTAIBgUr DQMCHQUAA4 GBADWOSTHI1aQbwWBFNGb SMSCL5FgXbIHSCwEc3
QiLTRH2W01009qXSkv10ARETr4dXr tTyL SvOfKmxkECDMCIbD1QXd3xWIS82G2WE
'\:Q%TdeND\/FE 1xkwM2quw+m7 dzw/RNCQXgNT aw+ swzvkygswynbse7rTkC/z11
ITwWIRyOs

" wherye serverguid = '98c4925b-7164-8d34-ac4f-15689de85938"

Figure 8 — Changing Server to NodeServerSetup
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Applying UpdateServerPubKey.sql Script

1. With the restored database highlighted within Enterprise Manager, open SQL
Query Analyzer. Open UpdateServerPubKey.sgl and run it against a newly
restored database.

2. Stop and restart the tConsultX Server Service for this database within
Computer Management | Services.

3. Repeat these two steps for each organization that has a trust relationship with
the restored organization.

Applying UpdateNodePubKey.sql Script*

1. Select one Node Server. Open Enterprise Manager and highlight the S2SPH8
database. Open SQL Query Analyzer and open UpdateNodePubKey.sgl and
run the script. This will update the public key for the restored organization
on the Node Server.

2. Repeat this on all Node Servers.

Note: On the Internet Secondary Node server, run the
UpdateNodePubKey.sgl script on both S2SPH8-52 AND S2SPH8-60
databases.

*Applying UpdateNodePubKey is internal to AFHCAN only.

Appendix A

There are 3 SQL scripts used in the obtaining and applying public keys. Each script is detailed
here.

1) GetPubKey.sql

declare @pubkey as varchar(4000)
declare @serverguid as varchar(50)
select @pubkey = publickey, @serverguid = serverguid from server where type = 'Home'

print ‘update server set publickey =" + @pubkey + " where serverguid =" + @serverguid + "

2.) UpdateServerPubKey.sql
Update server set publickey = ‘place public key here’

Where ServerGUID = ‘place ServerGUID here’
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3.) UpdateNodePubKey.sql
Update nodeserversetup set publickey =’place public key here’

Where ServerGUID="place ServerGUID here’

End of procedure.
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