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Purpose

The purpose of this document is to detail the steps necessary to request, obtain and install a
third party SSL Certificate for use with the tConsult Server software.

Audience

This document is written for IT technicians and system administrators who are responsible for
building, configuring, or maintaining a tConsult Server. It is assumed readers are familiar with
intermediate-level computer terms and concepts.

Scope

tConsult Web Client uses SSL to communicate to the tConsult Server. Obtaining and
installing a Third Party SSL Certificate is certifying the identity of the tConsult Server while
providing strong encryption. The Third Party SSL Certificate Vendor should be a Microsoft-
recognized trusted root authority.

There are different methods that can be used by Third Party SSL Vendors to request and
receive SSL Certificates. Three are listed here.

a. Create an email and submit the Certificate Request to the Third Party SSL
Vendor who will be fulfilling this order. Upon receipt of a valid certificate from
the Third Party SSL Vendor, place the certificate in the root of the C:\drive of the
tConsult Server.

b. Use an online order form with the Third Party SSL Vendor. Copy and paste the
request into the form. Upon receipt of a valid certificate from the Third Party
SSL Vendor, place the certificate in the root of the C:\drive of the tConsult
Server.

c. If the tConsult Server can connect to the World Wide Web — the Web Server
Certificate Wizard can connect to the Third Party SSL Vendor to request and
obtain a certificate.

This detailed steps outlined in this document utilizes the first method and walks the reader
through how to request a third party certificate and installing it when received.

NOTE: During the procedure, this will disable the tConsult Web Client for the organization.
It is strongly recommended that the Third Party SSL Vendor be pre-selected and standing by to
receive the Certificate Signing Request and issue the SSL Certificate. Reading through the
documentation and understanding the process before beginning will keep downtime to a
minimum.

Acronyms and Abbreviations

Table 1
Acronyms and abbreviations
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Acronym Meaning
SSL Secure Socket Layer
s Internet Information Server
CSR Certificate Signing Request
FQDN Fully Qualified Domain Name
DN Distinguished Name
MMC Microsoft Management Console

Removing the Current tConsult Certificate

This section details the steps necessary to remove the current tConsult Certificate from within

11S only.

IMPORTANT:

Do NOT remove the certificate from the Certificate Store, the tConsult Server

Service uses this certificate!

1. Using IIS Manager on the tConsult Server, expand the Web Sites until tConsult website

is located.
il
‘TE File Action View Window uel; ! =18 x|
¢ | A@E XEFRR 2E(Z]) n 0
€ 4 Internet Information Services MName | Path -
=1  AFHCAN-SQLTEST (local computer) ) admin

[#-_) Application Pools _J AFHCAN
=) Web Sites _J App_Data
[+ S Default Web Site {Stopped) _J App_GlobalResources
o) tConsult _Jbin
[#-_) Web Service Extensions _J controls
_Jess
_J Documents broe
_J Forms
_Jimages
_J Installers
Jis
_ Properties
_J services
_J WCFServices
. xml
| Attachment. ashx
| Attachmentadd.aspx

| AttachmentViewer.aspx =
i - [ =

!

Figure 1 - 1IS Manager

2. Do aright mouse-click on the tConsult website and select Properties. Click on the
Directory Security tab. Click on the Server Certificate button.
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tConsult Propetties y 21|
webSite | Performance I ISAPI Filters I Home Directory I Documents I
Directory Security |  HTTPHeaders |  CustomEmors |  ASPMET |

r~ Authentication and access control
I ; Enable anonymous access and edit the

authentication methods for this resource. Edit... I

r~IP address and domain name restrictions

) Grant or deny access ko this resource using

1P addresses or Internet domain names.
Edit... |

[~ Secure communications

Require secure communications and
‘2@ enable client certificates when this

resource is accessed. S =
View Certificate. .. |
Edi... |

OK ' Cancel | apply | Help I

Figure 2 — Directory Security tab of the tConsult Website Properties

3. This will open the Web Server Certificate Wizard. Click on Next.

Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server
® Certificate Wizard
N

This wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web Server:

You have a certificate installed for the selected
server. Certificate Wizard will help you to manage
this certificate.

To continue, click Next.

¢ Back

Cancel |

Figure 3 — Web Server Certificate Wizard

4. There is an AFHCAN Telehealth Signing Certificate currently installed. This needs to be
removed from within I1S in order to request a new certificate from a third party. Ensure
the Remove the current certificate radio button is selected and click on Next.
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IIS Certificate Wizard ) X

Modify the Current Certificate Assignment
A, certificate is currently installed on this Web site. ®

“What do you want to do with the currently installed certificate?

" Renew the curent certificate

' Remove the curent certificate

€ Replace the curent certificate
(" Export the current certificate to a .pfx file

" Copy or Move the curent certificate to a remote server site

< Back I Nest > l Cancel |

Figure 4 — Removing the Current Certificate

5. A verification of the removing of the current certificate is displayed. Click on Next.

1IS Certificate Wizard x|

Remove a Certificate
This certificate can be stored and reused later for this or another server. ®

S

To remove this certificate from your server and store it for later use, click Next.

Certificate details:

lssued To AFHCAN Telehealth Signing
Issued By AFHCAN Telehealth CA
Expiration Date 1243172033

Friendly Name AFHCAN Telehealth Signing

Cancel I

Figure 5 — Verifying the Removal of the Current Certificate

6. Click on Finish to complete the removal process.
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IIS Certificate Wizard

<

AN

i x|
Completing the Web Server
Certificate Wizard

You have successfully completed the Web Server
Certificate wizard.

The certificate was uninstalled
To attach a certificate on this server, start the Web Server

Certificate wizard again. You can then create a new
certificate or reuse a stored certificate.

To close this wizard, click Finish.

Eancel

[nn)
v

Figure 6 — Completing the Removal of the Current Certificate

Requesting a Third Party SSL Certificate

Revision 3

This section details the steps for generating a CSR (Certificate Signing Request) from the

tConsult Server.

2. Still using 11S Manager on the tConsult Server, right mouse on the tConsult Website and
select Properties. Click on the Directory Security tab and click on the Server Certificate

button.
tConsult Propetties i d |
Web Site I Performance ] ISAPI Filters I Home Directory I Documents ]
Directory Security HTTP Headers CustomErrors | ASPRET |

o

- Authentication and access control

Enable anonymous access and edit the
authentication methods for this resource, ¢

~IP address and domain name restrictions

=) Grant or deny access to this resource using
1P addresses or Internet domain names.

Edit... |

[~ Secure communications

Require secure communications and
=3  enable client certificates when this
i resource is accessed,

Server Certificate. .. I

Wiew Certificate.

Edit... I

OK I Cancel I Apply l Help '

Figure 7 — Directory Security tab of the tConsult Website Properties
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3. The Welcome to the Web Security Wizard will start up. Click on Next.

Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server

® Certificate Wizard
Y

This wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web Server:

Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate.

To continue, click Next.

Cancel |

Figure 8 — Web Server Certificate Wizard

4. Select the radio button in front of Create a new certificate as shown in Figure 9 below,
and then click on Next.

IIS Certificate Wizard ] x|

Server Certificate
These are the methods for assigning a certificate to a Web site. %
Y

Select the method you want to use for this web site:

(" Assign an existing certificate
" Import a certificate from a Key Manager backup file.
(" Import a certificate from a .pfs file

(" Copy or Move a certificate from a remote server site to this site.

< Back I Nest > I Cancel |

Figure 9 — Creating a New Certificate

5. Accept the default “Prepare the request now, but send it later” and click on Next.
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115 Certificate Wizard x|

Delayed or Immediate Request

You can prepare a request to be sent later, or you can send one ®
immediately. \

Do you want to prepare a certificate request to be sent later, or do you want to send it
immediately to an online certification authority?

% Prepare the request now, but send it later

€ Send the request immediately to an online certification authority

< Back I Nest > I Cancel

Figure 10 — Delayed or Immediate Request

6. Enter a name for this certificate, then click Next.
Note: The name in Figure 11 is an example only.

1IS Certificate Wizard ]

Name and Security Settings

X
Your new certificate must have a name and a specific bit length. ®
Y

Type a name for the new certificate. The name should be easy for you to refer to and
remember.

Name:
AFHCANConsult

The bit length of the encryption key determines the certificate's encryption strength.
The greater the bit length, the stronger the security. However, a greater bit length may
decrease performance.

Bit length: I 1024 v I

[~ Select cryptoaraphic service provider [CSP) for this certificate:

< Back I Next > I Cancel |

Figure 11 — Naming the Certificate

7. Enter the name of the Organization and the Organizational Unit. The Organizational Unit
is whichever branch of the Organization that is ordering the certificate such as
accounting, marketing, etc.
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IIS Certificate Wizard I x|

Organization Information

Your certificate must include information about your organization that ®
distinguishes it from other organizations. \

Select or type your organization's hame and your organizational unit. This is typically the
legal name of your organization and the name of your division or department.

For further information, consult certification authority's ‘Web site.

DOrganization:
IDEMU Organization Z'

Organizational unit:
llConsuIt Server Ll

< Back I Nexst > I Cancel I

Figure 12 — Organizational Information

8. Enter the FQDN (Fully Qualified Domain Name) for which you are requesting the SSL
Certificate. Some third party vendors do allow the use of IP addresses — check with the
third party certificate company where submitting this request.

IIS Certificate Wizard j

Your Site's Common Name

x|
Your Web site's common name is its fully qualified domain name. ®
Y

Type the common name for your site. If the server is on the Intemet, use a valid DNS
name. If the server is on the intranet, you may prefer to use the computer's NetBIOS
name.

If the common name changes, you will need to obtain a new certificate.

Common name:

Iafhcan-sql!est or IP Address

< Back I Next > I Cancel |

Figure 13 — Entering the FQDN

9. Select the Country/Region, enter the State/province and City/locality and then click on
Next. This information is specific to the company and domain name and is collectively
known as a Distinguished Name or DN. It is encoded within the certificate request.
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115 Certificate Wizard x|

Geographical Information

The certification authority requires the following geographical information. ®
\

Country/Reaion:

1JS [United States]
State/province:

lAlaska LI
City/locality:

’Anchorage :I

State/province and City/locality must be complete, official names and may not contain
abbreviations.

< Back I Nest > l Cancel

Figure 14 — Information Specific to the
Company and Domain Name

Revision 3

10. Enter a file name and location for this file to store this certificate request.

IIS Certificate Wizard ]

X

Certificate Request File Name

Your certificate request is saved as a text file with the file name you ®
N

specify.

Enter a file name for the certificate request.

File name:

Ic:\Demcberlreq. twt Browse... |

< Back I Next > I Cancel

Figure 15 — File Name and Location of Certificate Request

11. Request the file summary, and then click Next.
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1IS Certificate Wizard i x|
Request File Summary
You have chosen to generate a request file. ®
Y

To generate the following request, click Next.
File name: c:\democertreq.txt

Your request contains the following information:

Issued To athcan-sqltest
Friendly Name AFHCANConsult
Country/Reaion us
State / Province Alaska
City Anchorage
Organization DEMO Organization
Organizational Unit tConsult Server
< Back Cancel I

Figure 16 — Reviewing the Request File Summary

12. Click Finish at the Completion of the Web Server Certificate Wizard.

1IS Certificate Wizard i x|

Completing the Web Server

Certificate Wizard

You have successfully completed the Web Server a
Certificate wizard. A certificate request was created and
saved to the file:

c:\democertreq.txt
Send or e-mail this file to your certification authority,

which will send you a response file containing your new
ceitificate. L]

To close this wizard, click Finish.

Cancel |

Figure 17 — Completing the Web Server Certificate Wizard
13. Create an email and submit the Certificate Request to the Third Party SSL Vendor who

will be fulfilling this order. Upon receipt of a valid certificate from the Third Party SSL
Vendor, place the certificate in the root of the C:\drive of the tConsult Server.

Installing the Third Party SSL Certificate into the Certificate Personal Store

The steps listed here install the Third Party SSL Certificate into the Certificate Personal Store
on the tConsult Server.
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1. Open an MMC (Microsoft Management Console) and select Add/Remove Snap-in, then
click on Add.

Add/Remove Snap-in )

Standalone |Extensions l

Use this page to add or remove a stand-alone snap-in from the console.

7 &

Snap-ins added to:

fConsole Root

[~ Description

Add... About,,, |

[ 1

Hemove

Cancel |

Figure 18 — Add/Remove Snap-In Dialog Box
2. Select Certificates then click on Add.

Add Standalone Snap-in 1

Available standalone snap-ins:

Snap-in

21|

| vendor =

ﬁ MET Framework 1.1 Configuration
5E.t‘-\l:tiwe Directory Domains and Trusts
@Active Directory Sites and Services
@Active Directory Users and Compu...
gﬁmctivex Control

Authorization Manager

ertificate Templates

@Certification Authority

@Component Services
—

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

=

. Description

The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service, or a computer,

Aadd Close

Figure 19 — Selecting Certificates
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3. Ensure the radio button for Computer account is selected. Click Next.

Certificates snap-in x|

This snap-in will always manage certificates for:
" My user account
" Servi

< Back I Next> I Cancel I

Figure 20 — Managing Certificates for Computer Account

4. Select Local computer, then click Finish.

Select Computer x|

Select the computer you want this snap-in to manage.

This shap-in will always manage:

% Local computer: {the computer this console is running onf

Browse...

€ Another computer: |

[~ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back | Finish I Cancel I

Figure 21 — Designating Local Computer to Manage

5. Click the Close button to close the Add Standalone Snap-in dialog box.
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Add Standalone Snap-in i 21x|

Available standalone snap-ins:

Snap-in I Vendor ] -

ﬁ .NET Framework 1.1 Configuration  Microsoft Corporation
&Enctive Directory Domains and Trusts  Microsoft Corporation
ﬁt\ctive Directory Sites and Services  Microsoft Corporation
@Active Directory Users and Compu... Microsoft Corporation

rﬁlhctivex Control Microsoft Corporation
Authorization Manager Microsoft Corporation
Certificate Templates Microsoft Corporation
@Certificates Microsoft Corporation
@Certification Authority Microsoft Corporation
@Component Services Microsoft Corporation ;l
—n

i~ Description
The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service, or a computer.

Close I

Figure 22 — Close the Add Standalone Snap-In

6. Click OK to return to view the Certificates MMC.

7. Expand the Console Root in the left pane to reveal Personal Certificates under

Add/Remove Snap-in ] 21x]
Standalone |Extensions |
Use this page to add or remove a stand-alone snap-in from the console.
Snap-ins added to: l*_j Console Root _:I ] I

EP Certificates (Local Computer)

[~ Description

Remove I About,., I

OK I Cancel I

Figure 23 — Close Add/Remove Snap-in to view Certificates MMC

Revision 3

Certificates (Local Computer). AFHCAN Telehealth Signing will show in the pane to

the right.
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'i.m Consolel

File Action View Favorites Window Help

Revision 3

=lolx|

¢ BA@E e RR @B

(L1 Console Root
= @ Certificates {Local Computer)
=-(Z] Personal

R | Certificates
(] Trusted Root Certification Authorities
#-(Z] Enterprise Trust
#-(_] Intermediate Certification Authorities
[#-(Z] Trusted Publishers
[#-(Z] Untrusted Certificates
[
[
[
[

(L] Third-Party Root Certification Authorities
(] Trusted People
+-(_] Certificate Enrollment Requests

(] SPC

"fii Console Root'Certificates (Local Computer)iPersonal'Certificates

Issued To  / I Issued By

[EdaFHCAN Telehealth Signing AFHCAN Telehealth CA

|Personal store contains 1 certificate,

Figure 24 — Certificates MMC

8. With Certificates highlighted as shown in Figure 24, do a right mouse-click and choose
Import. The Certificate Import Wizard will open. Click Next.

Certificate Import Wizard

X

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next.

= Back Cancel I

Figure 25 — Certificate Import Wizard Welcome Screen

9. Browse to the location where the Third Party SSL Certificate was placed on the tConsult
Server. Change the Files of type to Personal Information Exchange (*.pfx,*.p12) to see
the certificate. Select the certificate and click Open.

Page 15 of 24



SWP-0011 tConsult Third Party SSL Certificate Procedures Revision 3
open 2l x|
Look in: | “# Removable Disk (F:) ZI QF ® )
h 5.0 Software [C)mirthInstaller
“ 7)5.2 Software () Packages
My Recent -)52images [C)Patch
BLLUNERES | AFHCAN Licensing [C)Profiles
E- ) AFHCAN Update 1 System
I )CDM 2.04.16 WHQL Certified [2)v4.0.6Update
Desktop -3 Client () vitelnet
)Dell R710 E3DemoOraanization. pFx:
‘ =) Documents
) Downloads
My Documents =) Dynamics-NAY
| )Fujitsu Scanner
LT (o
- )i386
My Computer Bainm
@
My Network File hame: ISeIdovia. pfx LI Open
Places
Files of type: lPersonal Infarmation Exchange (*.pfs;".p12) ZI Cancel /l
2

Figure 26 — Browsing to the Third Party SSL Certificate

10. Click Next.
|

File to Import
Specify the file you want to import.

File name:
I F:\DemaOQrganization. pfx

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 {.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)
Microsoft Serialized Certificate Store {.S5T)

< Back | Mext > I Cancel I

Figure 27 — Specifying the Correct Certificate to be Imported

11. Leave the password field blank. Place a checkmark in front of “Mark this key as
exportable. This will allow you to back up or transport your keys at a later time”. Click

Next.

Page 16 of 24



SWP-0011 tConsult Third Party SSL Certificate Procedures Revision 3

Certificate Import Wizard x|

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

l

™| Enable stroma private key protection, You will be prompted every time the
private key is used by an application it you enable this option,

[V Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

< Back I Mext > I Cancel

Figure 28 — Marking the Key Exportable

12. Place the Certificate into the Certificate Personal Store, and then click Next.

Certificate Import Wizard j _5]

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or you can specify a location for

" Automatically select the certificate store based on the type of certificate

@ Place all certificates in the following store:

Certificate store:

I Personal Browse... I

< Back I Mext > I Cancel |

Figure 29 — Placing the Certificate into the Certificate Personal Store

13. After verifying the settings, click Finish to complete the Certificate Import Wizard.
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Certificate Import Wizard

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import

wizard,

‘ou have specified the following settings:
{ & Personal
Content PFX
File Mame F:\DemoOrganization
< |

< Back I Finish I

Figure 30 — Completing the Certificate Import Wizard

Revision 3

14. By default, a tConsult Server built to AFHCAN specifications will have the Update Root
Certificates turned off. There are two steps to enabling Update Root Certificates:

a. Using Control Panel, click on Add/Remove Programs:

Remove
Pragrams

J

Add New
Programs

=
AddjRemove

Windows
Components

B Add or Remove Programs

Currently installed programs:

¥ AFHCAN tConsult - Demo

17 AFHCAN tConsult Server 5.2.0.359

& Dell OpenManage Management Station

@ Dell Opentanage Server Administrator
5! Hotfix 2055 for SQL Server 2000 ENU (KB960082)

35 InstalPDFDrivers

& 125E Runtime Environment 5.0 Update 3

5/ Microsoft .NET Framework 2.0 Service Pack 2

15 Microsoft .NET Framework 3.0 Service Pack 2

35 Microsoft .NET Framework 3.5 SP1

& Microsoft SQL Server 2000

[ MSXML 6 Service Pack 2 (KB973686)

@ windows Internet Explorer 8

/=, Windows Search 4.0

35 windows Server 2003 Service Pack 2

=lo1x]

™ Show updates Sortby: [ame =

Size
Size:

Size

Size
Size
Size
Size
Size
Size
Size:

Size

11.45MB
56.95MB
210.00MB

184,00MB

3.01MB
117.00MB
186.00MB
169.00MB
28.18MB
63.55MB
1.40MB

4.60MB

Figure 31 — Add or Remove Programs

b. Click on Add/Remove Windows Components. As seen on the bottom left of

Figure 31. Scroll down to place a checkmark in front of Update Root

Certificates, then click Next.
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Windows Components Wizard j

Windows Components
You can add or remove components of Windows.

Revision 3

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click
Details.

Components:

O F\f Terminal Server Licensing 0.7 MB ;]
[] &2 UDDI Services 49 MB

B8 Update Root Certificates 0.0 MB
O ,@,Windows Deployment Services 34.0MB =
[ ERWindnws Media Services 1R3MR T

Description: Automatically downloads the most current root certificates for secure
email, WEB browsing, and software delivery.

Total disk space required: 0.4 MB
Space available on disk: 28819.6 MB

< Back I Nest > I Cancel Help

Figure 32 — Enabling Update Root Certificates

Click Finish when the Windows Components install is complete.

windows Components Wizard 3 |

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard.

To close this wizard, click Finish.

Figure 33 — Completing the Windows Components Wizard

Page 19 of 24
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Revision 3

15. There now will show two certificates in the Certificate Personal Store. To verify that
there is a trusted cert in the trusted root certification store; double-click on the imported
personal certificate. Close the MMC by clicking on the X in the upper right hand corner.

"fi Consolel i

Eile Action View Favorites Window Help

=lolx|

e | am e RR 2m

"fii Console Root',Certificates (Local Computer)Personal\Certificates = U'E‘
(L Console Root
=1 Certificates (Local Computer)
=1+ Personal
{23 Certificates
(2 Trusted Root Certification Authorities
(Z Enterprise Trust
-(Z1 Intermediate Certification Authorities
(2 Trusted Publishers
(1 Untrusted Certificates
(L Third-Party Root Certification Authorities
: Trusted People
(L] Certificate Enrollment Requests
-2 spc

. Expiration Date

(&1, DigiCert High Assurance CA-3
Ea.

7122012
12/31/2039

|Personal store contains 2 certificates.

Figure 34 — Certificates MMC

Installing the Third Party SSL Certificate into IIS

1. Using IIS Manager on the tConsult Server, expand the Web Sites until tConsult website

is located.

I Internet Information Services (IIS) Manager

f‘ File Action View Window Help

| =lm1]

e | AE|XFER| @mE|2[ > =

-g‘ Internet Information Services Name | Path

E- i,l AFHCAN-SQLTEST {local computer)
[#-_) Application Pools
) ‘Web Sites
v Default Web Site {Stopped)
[#-_) ‘Web Service Extensions

_J admin

_J AFHCAN

_J App_Data

_J App_GlobalResources
_Jbin

_J controls

Jess

_J Documents

_JForms

_Jimages

_J Installers

Jis

_J Properties

_J services

_J WCFServices

_xml

|=] Attachment. ashx

=] AttachmentAdd.aspx
\;23 AttachmentViewer. aspx
0 |

ol

Figure 35 — IIS Manager

2. Do aright mouse-click on the tConsult website and select Properties.

Security tab. Click the Server Certificate button.
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Figure 36 — Directory Security tab of the tConsult Website Properties

tConsult Properties 21x]
webSite | Performance I ISAPI Filters I Home Directory I Documents I
Directory Security |  HTTPHeaders |  CustomEmors |  ASPMET |
r~ Authentication and access control
Enable anonymous access and edit the
w authentication methods For this resource. Edit... l
r~IP address and domain name restrictions
) Grant or deny access ko this resource using
1P addresses or Internet domain names.
Edit... |
[~ Secure communications
Require secure communications and
c@ enable client certificates when this Y
it resource is accessed. S =
View Certificate. .. |
Edit... |
OK l Cancel | apply | Help I

3. This will open the Web Server Certificate Wizard. Click Next.

Welcome to the Web Server Certificate Wizard. i x|

Welcome to the Web Server
® Certificate Wizard
N

This wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web Server:

You have a certificate installed for the selected
server. Certificate Wizard will help you to manage
this certificate.

To continue, click Next.

Cancel |

Figure 37 — Web Server Certificate Wizard

Revision 3

4. With the “Process the pending request and install the certificate” radial button selected,

click Next.
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1IS Certificate Wizard x|

Pending Certificate Req
A pending certificate request is a request to which the certification ®
authority has not yet responded. \

A certificate request is pending. What would you like to do?

% Process the pending request and install the certificate:

" Delete the pending request

< Back I Nest > I Cancel |

Figure 38 — Pending Certificate Request Dialog Box

5. Browse to the location where the Third Party SSL Certificate was placed on the tConsult
Server and click Next.

1IS Certificate Wizard x|

Process a Pending Request
Process a pending certificate request by retrieving the file that contains ®
the certification authority's response. \;

Enter the path and file name of the file containing the certification authority's response.

Path and file name:

F:\DemoDrganization. pfx Browse... I

Cancel I

< Back

Figure 39 — Entering the Path and File Name of the Third Party SSL Certificate

6. Accept the default port the tConsult Website should use and click Next.
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IIS Certificate Wizard i

SSL Port

Specify the SSL port for this web site.

SSL port this web site should use:

< Back I Nest > I Cancel

Figure 40 — SSL Port for tConsult Website

7. A review of the SSL Certificate will display. Click Next.

NOTE: The illustration in Figure 41 is a representative example.

IIS Certificate Wizard N x|

Certificate Summary

You have chosen to install an existing certificate.

The following certificate is available for installation on your Web server. To install this

certificate, click Nest.

Certificate details:
Issued To
Issued By
Expiration Date
Friendly Name

AFHCAN Telehealth Signing
AFHCAN Telehealth CA
1243142039

AFHCAN Telehealth Signing

Cancel I

< Back

Figure 41 — Web Server Certificate Summary

8. Click Finish to complete the Web Server Certificate Wizard.
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IIS Certificate Wizard il x|
Completing the Web Server

% Certificate Wizard
N

You have successfully completed the \Web Server
Certificate wizard.

A, certificate is now installed on this server.

If you need to renew, replace, or delete the certificate in the
future, you can use the wizard again.

To close this wizard, click Finish.

Figure 42 — Completing the Web Server Certificate Wizard

End of procedure.
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